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ireless network (Wi-Fi) is now widely es-
tablished and utilized at home, offices and 
everywhere in public areas such as rail 
stations, streets, and etc. This newsletter 

provides the technical knowledge of Wi-Fi technolo-
gies, relevant threats and countermeasures for 
building a secure internal Wi-Fi network. 
 
For the end user best practices of using Wi-Fi, please 
refer to another newsletter entitled Ȱ7ÉÒÅÌÅÓÓ .ÅÔȤ
×ÏÒËȟ "ÅÓÔ 0ÒÁÃÔÉÃÅÓ ÆÏÒ 'ÅÎÅÒÁÌ 5ÓÅÒȱȢ 

 

Classification of Networks  
 
Technological advancement in wireless communica-
tions has led to the worldwide proliferation of net-
works. The various kinds of network technologies 
developed can be classified into the following cate-
gories according to their range of coverage: 
 
Wireless Wide Area Network (WWAN)  
 
WWAN offers the largest coverage. Voice and data 
can be transferred between mobile phones via mes-
saging apps, web pages and video conferencing. In 
order to secure the transfer, encryption and authen-
tication methods are adopted. Examples of WWAN 
are 4G, 3G and 2G networks. 
 
Wireless Metropo litan Area Network (WMAN)  
 
MAN (Metropolitan Area Network) covers across the 
entire city and WMAN provides the Wi-Fi network 
similar to MAN. WiMAX and Wireless MAN are both 
examples of this kind. 
 
Wireless Local Area Network (WLAN)  
 
WLAN is an 802.11i wireless network that facilitates 
the access of corporate environment. It is optimal 
for low range access with high bandwidth require-

ments. Internal Wi-Fi within the office area can be 
regarded as WLAN. 
 
Wireless Personal Area Network (WPAN)  
 
WPAN has the least coverage among all. It is usually 
adopted for devices which perform Bluetooth or 
Near Field Communication (NFC) functions. In Hong 
Kong, NFC-enabled devices like Octopus Card, is 
commonly used as a convenient form of electronic 
payment for public transport, retail shops and other 
services. In Hong Kong, most banks issue credit 
cards with a small chip implant to improve the pay-
ment processing time and its security level. 

 
 
 
 

 
 
The following introduces the technologies and char-
acteristics of wireless network. 
 
WEP 
 
Wired Equivalent Privacy (WEP)1 is a wireless secu-
rity algorithm  introduced as part of the 802.11 
standard in September 1999. It used the recogniza-
ble key of 10 or 26 hexadecimal digits, and frequent-
ly used in router configuration. 

W 

Wireless Technologies  

Wi-Fi Type Authentication Encryption Good for 
WAN 

Good for 
WLAN 

WEP none WEP X X 
WPA 
(PSK) 

PSK TKIP X BEST 

WPA 
(PSK) 

PSK AES-CCMP X BEST 

WPA 
(Full)  

802.1x TKIP BETTER GOOD 
(Expensive) 

WPA2 
(Full)  

802.1x AES-CCMP BEST GOOD 
(Expensive) 

Table 1 
Summary of Wi-Fi Network Algorithm & Recommendation 

Wireless Security  
Technical Point -of-View 

 
 

 

Figure 1 
WWAN, WMAN, WLAN and WPAN  
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Illustration above shows the flow of WEP 
authentication. If a non-root bridge tries 
to access the client device without au-
thorization, the WEP will automatically 
reject the connection. 
 
WEP encryption uses RC4 as a stream 
cipher, this serves tÈÅ ÐÕÒÐÏÓÅ ÏÆ Ȱ)6ȱ 
which is transmitted as plain text to 
avoid any repetition. However, a 24-bit 
IV is not long enough to ensure non-
repetition  ɀ there is still a 50% chance 
that the same IV will appear after 5,000 
packets.2  
 
Meanwhile, tools such as Aircrack, 
AirSnort, WEPCrack and DWEPutils 
which can be easily obtained from the 
Internet are capable of cracking WEP key 
in less than a minute. Indeed, there is a 
serious security weakness of RC4 adop-
tion. 
 
In summary, it is insecure to use WEP to 
access wireless network3. 
 
WPA & WPA2 

As there are obvious 
flaws in WEP, anoth-
er wireless security 
algorithm, Wi-Fi Pro-
tected Access (WPA), 
was introduced in 

2003 by Wi-Fi Alliance4. WPA was the 
interim security solution while 802.11i 
was then still under development. WPA 
adopts a pre-shared key (PSK), known as 
WPA-Personal and the Temporal Key 

Integrity Protocol (TKIP) for encryption 
which is different from WPA-Personal. 
WPA Enterprise uses keys or certificates 
generated by an authentication server. 
7ÉÔÈÉÎ Á ÙÅÁÒȭÓ ÔÉÍÅ 70! ÈÁÄ ÁÎ ÕÐȤ
graded version called WPA2. This new 
version allows full 802.11i standard rati-
fication. The major enhancement for 
WPA2 is the application of Advanced En-
cryption Standard (AES) for encryption. 
WPA2 is relatively secure ɀ even the US 
government encrypts its highly confiden-
tial documents with this wireless securi-
ty protocol. 
 

 
Despite the benefits brought by wireless 
network technology, its derivative po-
tential threats towards the network se-
curity  should not be underestimated. 
 
Different types of attack outlined in the 
following paragraphs and tables (Hacker 
methodologies and tools6) can be catego-
rised as Active Attack and Passive Attack. 
The former includes DoS, Masquerade, 
Replay and Message Modification while 
the latter one includes Eavesdropping 
and Traffic Analysis. 
 
Authentication Attacks  
 
The main objective of Authentication 
Attacks ÉÓ ÔÏ ÓÔÅÁÌ ÔÈÅ ÕÓÅÒȭÓ ÉÄÅÎÔÉÆÉÃÁȤ
tion and credentials for the sake of ac-
cessing the private network and its ser-
vices. A list of types, methodologies and 
tools is captured in Table 2 for a quick 
reference. 
 

Type Methodologies and Tools 
Guessing the 
shared key 

WEP cracking tools 

PSK Crack coWPAtty, genpmk, KisMAC, 
wpa_crack 

Logon Theft Ace Password Sniffer, Dsniff, 
PHoss, WinSniffer 

Wireless T hreats  

 
New Spear Phish-
ing Attack By-
passes Two Factor 
Authentication5 

 
"Ù ÃÌÉÃËÉÎÇ ÏÎ ÔÈÅ ȰÆÏÒÇÏÔ 
ÐÁÓÓ×ÏÒÄȱ ÌÉÎË ÁÎÄ ÒÅȤ
questing the verification 
code, the attacker prompts 
the email provider to send 
an SMS message with the 
ÃÏÄÅ ÔÏ ÔÈÅ ÖÉÃÔÉÍȭÓ ÍÏÂÉÌÅ 
phone. 
 
To get the code, the at-
tacker then sends the vic-
tim a separate SMS mes-
sage saying something like, 
Ȱ'ÏÏÇÌÅ ÈÁÓ ÄÅÔÅÃÔÅÄ ÕÎÕȤ
sual activity on your ac-
count. Please respond with 
the code sent to your mo-
bile device to stop unau-
ÔÈÏÒÉÚÅÄ ÁÃÔÉÖÉÔÙȢȱ 
 
The victim replies with the 
code, and the attacker 
ÇÁÉÎÓ ÁÃÃÅÓÓ ÔÏ ÔÈÅ ÖÉÃÔÉÍȭÓ 
email account. 
 

As Grzonkowski notes, af-
ter resetting the account 
password, the attacker 
could send the victim an 
3-3 ÓÔÁÔÉÎÇȟ Ȱ4ÈÁÎË ÙÏÕ 
for verifying your Google 
account. Your temporary 
password is [TEMPORARY 
0!337/2$Ȣȱ 

 
Figure 2 ɀ Authentication Flow of WEP2 
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Active Direc-
tory Login 
Theft 

John the Ripper, L0phtCrack, 
Cain 

VPN Login 
Theft 

Ike_scan and ike_crack (IP-
sec), anger and THC-pptp-
bruter (PPTP) 

802.1X ID 
Theft 

Capture Tools 

Guessing the 
802.1X 
Password 

Password Dictionary 

802.1X LEAP 
Cracking 

Anwrap, Asleap, THC-
LEAPcracker 

802.1X EAP 
Downgrade 

File2air, libradiate 

Table 2 ɀ Authentication Attacks 

 
Availability  Attacks  
 
Denying wireless services access to legit-
imate users can result in Availability At-
tack. 

 
Access Control Attacks  
 
Bypass wireless access control measures 
like AP MAC filter and 802.1X port access 
control is the main objective of Access 
Control Attack. 
 

Type Methodologies and Tools 
War Diving Airmon-ng, DStumbler, 

KisMAC, MacStumbler, 
NetStumbler, Wellenreiter, 
WiFiFoFum 

Rogue Access 
Points 

Any hardware and software 
Access Point 

Ad Hoc Associ-
ations 

Any wireless card or USB 
adapter 

MAC Spoofing MacChanger, SirMACsAlot, 
SMAC, Wellenreiter, wicon-
trol  

802.1X RADI-
US Cracking 

Packet capture tool on LAN or 
network path between AP 
and RADIUS server 

Table 4 ɀ Access Control Attacks 

 
Confidentiality  Attacks  
 
Attacks that attempt to intercept sensi-
tive information sent over wireless net-
work, whether in the clear text, encrypt-
ed by 802.11 or higher layer protocols, is 
called Confidentiality Attacks. 
 

Type Methodologies and Tools 
Eavesdropping bsd-airtools, Ettercap, Kismet, 

Wireshark, commercial ana-
lyzers 

WEP Key 
Cracking 

Aircrack-ng, airoway, 
AirSnort, chopchop, 
dwepcrack, WepAttack, 
WepDecrypt, WepLab, wes-
side 

Evil Twin AP cqureAP, D-Link G200, Her-
mesAP, Rogue Squadron, 
WifiBSD 

AP Phishing Airpwn, Airsnart, Hotspotter, 
Karma, RGlueAP 

Man in the 
middle 

Dsniff, Ettercap-NG, sshmitm 

Table 5 ɀ Confidentiality Attacks 

 
Integrity  Attacks  
 
By adopting Integrity  Attacks, fake in-
formation or data is sent to mislead re-
cipient for the purpose of financial theft. 
 

Type Methodologies and Tools 
802.11 Frame 
Injection 

Airpwn, File2air, libradiate, 
void11, WEPWedgie, wnet 
dinject/reinject  

802.11 Data 
Replay 

Capture + Injection Tools 

Type Methodologies and Tools 
AP Theft Ȱ&ÉÖÅ ÆÉÎÇÅÒ ÄÉÓÃÏÕÎÔȱ 
Queensland 
DoS 

An adapter that supports CW 
Tx mode, with a low-level 
utility to invoke continuous 
transmit  

802.11 Beacon 
Flood 

FakeAP 

802.11 Associ-
ate / Authenti-
cate Flood 

FATA-Jack, Macfld 

802.11 TKIP 
MIC Exploit 

File2air, wnet dinject, LOR-
CON 

802.11 Deau-
thenticate 
Flood 

Aireplay, Airforge, MDK, 
void11, commercial WIPS 

802.1X EAP-
Start Flood 

QACafe, File2air, libradiate 

802.1X EAP-
Failure 

Same as above 

802.1X EAP-of-
Death 

Same as above 

802.1X EAp 
Length Attacks 

Same as above 

Table 3 ɀ Availability Attacks 

 

Wi-Fi  
Freeloading: Now 
a Crime in U.K.7 

 
A British man has been 
fined and given a suspend-
ed prison sentence for 
ÃÏÎÎÅÃÔÉÎÇ ÔÏ Á ÓÔÒÁÎÇÅÒȭÓ 
WiFi access point without 
permission, according to a 
BBC story. There is no in-
dication that he did any-
thing improper while con-
nected; all he did was to 
park his car in front of a 
ÓÔÒÁÎÇÅÒȭÓ ÈÏÕÓÅ ÁÎÄ ÃÏÎȤ
nect his laptop to the 
ÓÔÒÁÎÇÅÒȭÓ ÏÐÅÎ 7É&É ÎÅÔȤ
work. He was convicted of 
ȰÄÉÓÈÏÎÅÓÔÌÙ ÏÂÔÁÉÎÉÎÇ ÁÎ 
electronic communica-
tions ÓÅÒÖÉÃÅȱȢ 
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802.1X EAP Re-
play 

Wireless Capture + Injection 
Tools between station and 
AP 

802.1X RADIUS 
replay 

Ethernet Capture + Injection 
Tools between AP and au-
thentication server 

Table 6 ɀ Integrity Attacks 

 
Dip Deeper into  Attacks  
 
Here are the illustrations that explain the 
three common attacks at Wi-Fi network : 
Evil Twin  Attacks , Wireless Sniffing  
and Peer-to-Peer Connection . 
 
Evil Twin Attacks  ɀ Hackers disguised 
as legitimate user employ rogue Wi-Fi 
access point (AP) to eavesdrop commu-
nications. The process is similar to that 
of Phishing Scam (Figure 3). The steps to 
create an Evil Twin Access Point10 easily 
available from the Internet. 
 

 
Figure 3 ɀ Evil Twin Attack flow 

 

Wireless Sniffing  ɀ Unlike Evil Twin, 
attacker does not need to set up the 
rogue AP but simply deploy a sniffer tool 
to intercept data transmission via Wi-Fi 
network  (Figure 4). It is difficult for v ic-
tim to detect such attack unless network 
monitoring tool is deployed. 
 

 
Figure 4 ɀ Wireless Sniffing 

Peer-to-Peer Connection Attack  ɀ 
When all laptops configure wireless 
cards as ad-hoc mode and are connected 
together to form a network, attacker can 
connect to this network by adopting the 
same configuration, and consequently 
gain access to sensitive data (Figure 5). 
 

 
Figure 5 ɀ Peer-to-Peer Connection Attack 

 

Internal Wi -Fi Infrastructure  

 

Security Best Practices to Imple-
ment an Interna l Wi-Fi Infrastruc-
ture  
 
After learning the possible security 
threats of Wi-Fi, the following security 
measures are highly recommended for 
the planning, implementation and opera-
tion of an internal Wi-Fi with in a Univer-
sity environment: 
 
Network WIPS Deployment  ɀ Deploy-
ment of Wireless Intrusion Prevention 
System (WIPS)11 can monitor  radio spec-
trum for any existing  unauthorized AP 
activities such as AP redirection, signifi-
cant signal strength changes, AP spoofing 
and soft APs. When suspected AP activi-
ties are identified, alert will be generated 
and logged. Meanwhile, the high-risk 

 

Wireless network 
vulnerability      
assessment check-
list.8 
 

1 ɀ Discover Nearby Wire-
less Devices 
2 ɀ Investigate Rogue De-
vices 
3 ɀ Test Owned Access 
Points 
4 ɀ Test Owned Stations 
5 ɀ Test Owned WLAN In-
frastructure 
6 ɀ Apply Test Results 
 
Still having no idea for 
how to perform the as-
sessment? Check with the 
security consultants for 
more advisory and service. 

 
TJX Hacker Gets 
20 Years in Pris-
on9 
 

Hacker Albert Gonzalez 
was sentenced to 20 years 
in prison in 2010 for lead-
ing a gang of cyber thieves 
who stole more than 90 
million credit and debit 
card numbers from TJX 
and other retailers. 
 
The string of hacks began 
in 2005 when Gonzalez 
and accomplices conduct-
ed war-driving expeditions 
along a Miami highway 
and other locations in 
search of poorly protected 
wireless networks, and 
found easy access into sev-
eral retailer networks. 
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connection will be disabled immediately 
and automatically. 
 
To facilitate the deployment of WIPS, 
three approaches can be considered de-
pending on budget and scale. 
 
The first approach involves the installa-
tion of the lower-end AP which performs 
two roles: provide Wi-Fi connectivity 
and simultaneously do periodic scan for 
rogue APs. However, it is not very effec-
tive. 
 
The second approach which is known as 
integrated WIPS, requires install ing the 
sensor together with the AP for rogue AP 
scanning and seems to be more effective. 
 
The final approach is called WIPS over-
lay, it can be implemented by the instal-
lation of sensors throughout the whole 
building; scanning result will be for-
warded to the centralized Wi-Fi man-
agement server for further analysis, ac-
tion and log archiving purposes. This ap-
proach is the most expensive one among 
the three as hardware implementation is 
required, but it is also the most effective 
one 13. 
 
Access Control Attack and Confidentiality 
Attack can be addressed by implement-
ing such solution. 
 
Wireless Bandwidth Management  ɀ 
The best way for individual user with 
comparatively low risk to seek higher 
security protection is to use Quality of 
Service (QoS)14 technique. QoS covers 
the aspects of network bandwidth, laten-
cy, jitter and reliability.  
 
One of the key functions of QoS is insert-
ing control over demanding bandwidth 
usage like BitTorrent, online games, HD 
movies or else. For business sector, QoS 
helps to control access right and balance 

usage, internal applications, videos 
streaming, VoIP calls and etc. 
 
Previous Wi-Fi routers carried tradition-
al QoS; however, this required strong 
technical knowledge and experience to 
configure the settings. Now the latest 
router models provide a user-friendly 
way of implementing QoS: Intelligent 
QoS. It helps to prioritize the bandwidth 
in four categories such as voice, video, 
applications and background activities 
(internal printing jobs, file downloads 
and other traffic). 
 
Implementation of QoS together with 
tradition al IDS/IPS system enhances the 
level of network security, prevents at-
tack from unexpected and suspicious 
behaviours which is bandwidth demand-
ing. 
 
Implementing wireless bandwidth man-
agement can prevent Availability Attack. 
 
Network Segregation  ɀ Not only can 
Network segregation minimise the risk 
of sensitive data leakage and unauthor-
ized access of the network, it  can also 
reduce the possibility of single point of 
failure when the network is comprised. 
 
For secure internal Wi-Fi planning and 
implementation, the following tips are 
worth considering: 
 
Multi -level Network Controls ɀ The more 
layers of network segments are added, 
the more difficult for cybercriminals to 
tap into the network. If the existing net-
work infrastructure restricts such 
change, consider implementing isolation 
for the newly built internal Wi -Fi or 
networks that planned to be buil t, and 
revamp the whole infrastructure by 
phases if necessary. 
 
Whitelist or Hybrid Approach ɀ Instead of 
blocking or allowing certain types of 

 

Hacked the public 
Wi-Fi in 11 
minutes by 7-
year-old child12 
 

Just two days after an in-
vestigation had revealed 
how much personal infor-
mation public Wi-Fi net-
works could ȬÓÕÃËȭ ÆÒÏÍ 
phones, a child showed 
how easy the hotspots are 
to hack. 
 
A seven-year-old broke 
into a Wi-Fi hotspot in just 
10 minutes and 54 seconds 
after watching an online 
video tutorial. 
 
The ethical hacking demo 
was carried out under the 
supervision of an online 
security expert to high-
light just how vulnerable 
the networks are. 
 

Security and QoS 
Unite15 

 
Until recently, quality-of-
service and network secu-
rity technologies lived in 
separate worlds. But they 
have something important 
in common. Certain types 
of attacks on network se-
curity affect application 
performance -- and ensur-
ing application perfor-
mance is the main mission 
of QoS. 
By Joanie Wexler 


